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Abstract 

     Due to the increasing use of social media applications, it is 
essential to ensure that the connection is secure because sometimes it 
is required to fill in secret information such as username and 
password. Many anonymous messages reach to the computer client 
may contain Trojans, viruses (Malware).   If the user is not an expert 
in the field of information security, then the user will open the 
incoming messages without ensuring its integrity, which allows 
hackers to enter the devices and plant malicious software in the 
clients’ devices without their knowledge. In this paper, we will 
identify the concept of syntactic attack and its types, which leads to 
Cyber-Bullying attack—and also discussing the effect of penetration 
of devices on the Jordanian society. As shown in the result, the most 
common electronic crimes are crimes related to defamation, threats 
and extortion. The results also show the prevalence of Cyber-crime 
in densely populated places. Contrarily, Cyber-crime decreases in the 
regions where clans and tribes live. At the same time, the age groups 
exposed to electronic crimes are groups 18-29 and 30-44 years old.      

Keywords: Cyber-attack, Cyber-Bullying, Phishing, Semantic attack, 
Syntactic attack. 

1      Introduction 

In the world of modern networks, the devices are connected. Hence the users can 

exchange data online, chat with each other, play games, watch movies, buy and 

sell online, etc. 

Due to the existence of many hardware or software applications that can be 

used to hack or spy on devices, it is imperative to ensure that the system 

environment is secure and non-invasive. Cyber-attacks are divided into two types: 

Syntactic attack and Semantic attack [1]. The Syntactic attack is also called 

Malware, which is defined as a software program planted in devices for data theft 
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without the user's knowledge [2]. Examples of malware include Trojan horse or 

Trojan viruses, computer viruses, worms, keyloggers, rootkit, and adware [3]. 

Trojan horse or virus is the most dangerous type of Malware; it gives complete 

access to the victim’s device rather than destroying files [3]. Meanwhile, a 

computer virus is a program designed to infect the computer, and once the 

computer becomes infected, this program copies itself or reproduces and then 

seeks another host to be attached to infect [3]. Worms are similar to computer 

viruses but do not need another host to attach to in order to infect a computer. 

Worms are considered a significant threat to computer networks [4]. 

A Rootkit is a hidden program in the operating system that destroys the 

devices. This program runs without restriction. It can control the ACL (Access 

Control List) – one of the features of the Windows operating system, and thus 

control the software that can be installed on the computer [4]. Rootkit programs 

are invisible to all applications running on the computer and cannot be seen in the 

list of applications that can be removed or updated. 

Adware is an advertisement that appears to computer users; these ads may 

contain malicious software or spyware programs that harm the computer system 

[5]. 

In addition, a keylogger is a hardware or software program, which is used to 

record all input to the device or any website visited in a particular file to monitor 

the device and send critical data to the intruder without the user's knowledge [6]. 

Keyloggers are used to spy on users of computers or mobile devices. 

Keylogger applications store every keystroke pressed on the keyboard in a 

particular file, which has been planted in advance in the infected device. Then the 

device automatically sends the file to a particular Email address after a specific 

period. This type of spyware cannot be detected manually or even using an anti-

virus, because no suspicious behavior can be detected, hence the seriousness of 

this type of intrusion [7]. Keyloggers are also invisible to all applications running 

on the background and cannot be seen in the list of applications that can be 

removed or updated. Keyloggers are divided into two types, software, and 

hardware. A hardware keylogger is a device plugged between the keyboard and 

the (I/O) Units to record the keyboard strokes into a particular file. 

Software keylogging is the installation of an invisible application directly on 

the device of the user so that it is linked to the operating system of the victim's 

device, recording keyboard strokes into a particular file to be sent later via email 

to the intruder. This application cannot be seen in the list of programs installed on 

the device or even using anti-viruses [7]. 

On the other hand, Semantic attacks such as Phishing depend on exploiting 

weaknesses in the users’ systems or devices to trick the victim. Phishers are a type 

of intruders who try to steal sensitive users’ information, such as username and 
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password, by using a variety of forms to deceive the victim—for example 

receiving an email, a fake link or an attachment, or a voice call. 

Intrusion Detection System (IDS) is a system that can be used to detect and 

prevent this type of attack. The IDS has two methods to detect intruders: 

signature-based and behavior-based detection engines [8]. The signature-based 

detection engine depends on the use of any exact string-matching algorithms to 

find a match between the device files and the database. This type of detection has 

one limitation, which is the need to update the database continuously to detect 

possible new software attacks. The behavior-based detection engine uses the 

features, attributes, and methods that the intruders may use. This type is 

considered more effective than the signature-based detection engine. 

Ultimately, if the intruder can penetrate the victim's device with any of the 

aforementioned software applications or hardware, then the victim could be 

exposed to Cyber-bullying. Cyber-Bullying is defined as using the means of social 

media, mobile phones, and video games in an amoral or harmful way. Cyber-

Bullying is done by sending SMS messages, images, or videos in a hostile and 

offensive way. Cyber-Bullying aims to make others feel humiliated, in addition to 

irritating and threatening them. Cyber-Bullying occasionally involves sharing 

pornographic content without consent, spreading rumors and redirecting ruthless 

content. Cyber-bullying often entails severe effects on the victims, including 

problems in establishing friendships and social connections, loneliness, low self-

esteem, depression, suicide due to threat or self-deprecation, etc. 

2      Related Work 

This section is divided into two subsections: the first section discusses the 

detection and prevention of hackers, while the second section further discusses 

Cyber-Bullying. 

2.1 Detect and Prevent Hackers 

Akhil S et al. [9] have developed a server that can detect and prevent a keylogger 

within the local network. It monitors and collects all the data sent between the 

devices, and if a device sends an email to a suspicious email address in regular 

intervals, which indicates that the device contains a keylogger, then the server 

immediately closes the port from which the information is sent to the email 

address and removes the keylogger from that device. 

Christopher A et al. [10] have designed and built a strategy for discovering 

keylogger depending on the infected medium, type of target device, the lifetime of 

keylogger, and the level of stealth. The keylogger can be software to be placed in 

the operating system or hardware. For example, a keylogger development is 

through the web browser exploit software, where the attacker targets the buffer 

overflow and allows malicious code to be executed. If the device becomes 
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infected, a variable is implemented to store keystrokes and, accordingly, the 

attacker can obtain the file in which the data is stored. 

S.vinothkumar et al. [11] designed a model to discover keyloggers, which 

contains three components: A component for the mobile application and its 

permission, permission analyzer, and keylogger detector. The first component 

identifies applications and permissions for each application installed on the 

device. The second component analyses the permissions for applications that want 

to access the device's files through SVM (Support Vector Machine) for training on 

uninfected applications. The third component detects the keylogger using machine 

learning and, when detecting the keylogger, it works its disable directly. 

Tasabeeh O. M. Ali et al. [12] have proposed a technique for detecting 

keyloggers trying to steal any email being sent by recording the keystrokes into a 

special file and sending it to a particular destination. [12] also proposed creating 

three layouts in such a way, that each character has its own symbol. Each time, a 

random layout will appear based on the character pressed. For example, when 

clicking on any character on the keyboard, the system creates a special code for 

that character and specifies which of the three layouts should appear, where all 

three layouts have the same symbol shuffled. Thus, the intruders will not be able 

to know exactly which character has been clicked. 

Donghai Tiana et al. [13] developed a two-stage program to detect keyloggers. 

The first stage is to isolate the keyboard drivers from the OS kernel in a clean 

execution environment. Therefore, they make sure that the implementation of the 

driver’s code will not be executed through the implementation of the OS kernel’s 

execution. Hence, the proposed system can capture the transfer between the 

execution of the keyboard driver and the OS kernel. 

The second stage is the online detection stage, where the system creates three 

protection domains and has the same memory mapping. Still, the access 

permissions are different; if the run-time information does not match with the 

average execution profile, this may indicate a keylogger. 

Ahsan Wajahat et al. [14] have developed a C++ code to detect user-space 

keyloggers based on the “GetKeyboardState” or “GetAsyncKeystate” function in 

Windows, which returns any key pressed on the keyboard. The researchers 

studied the techniques used to obtain information that is used on the Windows 

system, such as the key email, by collecting and executing source codes to reach 

their run time. In the experiments, it was found that the keyloggers worked in the 

same pattern. Therefore the behaviour of the keylogger was discovered by 

recording the inputs from keystrokes and using the output in which the keylogger 

formed the I/O patterns. 

NameHemita Pathak et al. [15] suggested changing the keyboard when entering 

website addresses at each electronic payment process requesting the password of 

the electronic payment card. Whenever the user wants to access a website, the 
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current keyboard is immediately changed to a virtual keyboard, making it difficult 

to read the passwords. 

Mohammad Wazid et al. [16] used a honeypot mechanism to monitor the 

network and when a keylogger was detected, it was removed from the network 

immediately. This approach cannot be used if the intruder uses database or email 

address to send an email of a key log file to the intruder. 

Francis Balazon [17] used encryption and decryption for the key pressed on the 

keyboard, where two different keys are used for encryption and decryption 

processes – a public key and a private key. The public key is used to encrypt the 

pressed button and the private key is used to decrypt the key so that the keylogger 

cannot determine which key was clicked. 

2.2 Cyber-Bullying 

In this subsection, we will introduce the most recent research on Cyber-Bullying. 

Huascar Sanchez et al. [18], suggested a methodology for extracting data from 

social networks, known as Data Mining. In this study, the power of sentiment 

analysis is used to detect cyberbullying on Twitter. They used LingPipe tool to 

apply Naïve Bayes classifier; the result was achieved around 70%. Elizabeth 

Whittaker et al. [19] conducted three studies to examine the prevalence of 

cyberbullying among university and college students and places where bullying 

occurs on the Internet, in addition to focusing mainly on social media. 

Giuseppe Riva et al. [20] focused on the increasing prevalence of online social 

networking sites (SNS), where it offers opportunities for cyberbullying. The study 

indicates that the emergence of electronic bullying is causing psychological 

distress. The proposed approach tested the relationship between online social 

networking and the experience of cyber-bullying. Four hundred results encourage 

the importance of continuing the research on the nature of internet activities used 

by young adolescents and the possible exposure to online victimization. 

3      Problem Formulations 

As mentioned, a Semantic attack (Phishing) involves stealing sensitive users’ 

information to blackmail the victim, and if the hacker succeeds in penetrating the 

victim’s device, Cyber Bullying is highly to occur. 

We contacted the Cybercrime Unit in the Hashemite Kingdom of Jordan, 

which is responsible for following up on all cases that can result in Cyber-

bullying, we will review all cases and classify them in such a way for it to be 

possible to conclude the seriousness of Cyber-Bullying on societies in general and 

the Jordanian society in particular. Hence, Cyber-Bullying was categorized into 

three categories. First, according to the Residential Area (divided into 7 Cyber-

crime types). Second, according to the victim's age, and third, according to 

Gender. 
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3.1 According to the residential area 

The Hashemite Kingdom of Jordan has a population of about 10 million, of whom 

5 million live in Amman (the capital city of Jordan) see Table 1. Thus, Jordan was 

divided into three regions: the North, the Central and the South. Due to the 

importance of Amman city (Central region) and because the population is diverse 

and does not belong to a specific clan, Amman is divided into four geographical 

regions: East Amman, West Amman, North Amman, and South Amman. 

 

Table 1: Estimated Population of the Kingdom by Governorate at End-year 2019 [21] 

 

Governorate 
Total 

% No. 

Amman 42.0 4430700 

Balqa 5.2 543600 

Zarqa 14.3 1509000 

Madaba 2.0 209200 

Irbid 18.5 1957000 

Mafraq 5.8 608000 

Jarash 2.5 262100 

Ajlun 1.8 194700 

Karak 3.3 350000 

Tafeila 1.0 106500 

Ma’an 1.7 175200 

Aqaba 2.0 208000 

Total 100.0 10554000 

 

Table 2 shows the number of all types of Cyber-crimes in Jordan, which were 

recorded by the Jordanian Cyber-crime Unit from 2013 until the end of 2019. 

Given the importance of the city of Amman, we have made a comprehensive 

study on the number of Cyber-crimes in Amman and compared it with other 

Jordanian regions. Table 3 shows the number of Cyber-crimes in Amman 

according to geographical regions and compares it with the rest of the Jordanian 

regions. 
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Table 2: the number of all types of Cybercrimes in Jordan from 2013 until the end of 2019 

 

 

Table 3: Number of Cyber-crimes in Jordan according to geographical regions 

Cyber-crime 

type 

Central 

Amman 

Southern 

Amman 

North 

Amman 

East 

Amman 

West 

Amman 

Southern 

Region 

North 

Region 

Center 

Region 
Aqaba Total 

 

Blackmail 

 

252 17 89 64 9 27 772 781 57 858 

 

the threat 

 

7742 248 129 209 774 70 89 675 7 2613 

 

Financial fraud 

 

707 78 21 71 1 2 41 25 6 271 

Stealing 

accounts 

 

108 61 17 14 28 2 41 717 13 705 

Child sexual 

abuse 

 

2 0 0 0 0 0 0 7 0 3 

 

Defamation 

 

7254 215 171 275 719 26 722 161 51 2741 

Malware 5 0 0 0 0 0 7 2 0 8 

2019 2079 2071 2074 2075 2076 2071 

 

Cybercrime 

 

4868 1885 2734 1023 970 456 474 

 

Threatening, 

Account theft, 

Defamation, 

Blackmail,  

Email theft 

244 590 139 159 91 93 98 

 

Financial 

fraud 

3 0 0 51 4 23 21 

 

Child sexual 

abuse 

8 930 93 167 76 25 35 
 

Malware 

458 970 462 884 321 341 190 
 

Impersonation 

121 970 183 80 16 36 0 

 

Manipulation 

of electronic 

content 

373 210 101 187 141 91 101 

 

Spoil the 

marital bond 
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Impersonation 

 

794 25 14 29 20 77 67 89 4 449 

 

Website 

hacking 

 

218 61 41 56 21 2 57 18 40 638 

Plagiarism of 

electronic 

content 

7 7 0 0 0 0 0 7 0 3 

 

Manipulation 

of electronic 

content 

42 4 72 9 1 7 8 78 1 121 

Total 3615 716 948 612 388 73 568 1311 179 8410 

Among the 8,231 documented cases of cybercrime in 2019, 31 cases were 

referred to the administrative governor (meaning that the crime has been repeated 

by the same individuals) and were only in Amman for all types of Cyber-crime. 

 

3.2 According to the victim's Age 

The age of the victims of the Cyber-Bullying who submitted a formal complaint 

to the administrative government was divided into five age groups: under 18, 18-

30, 30-45, and 45-60 and older than 60. Table 4 presents the number of official 

complaints to the Jordanian Electronic Crimes Unit according to the age group. 

 

Table 4: the official complaints at the Jordanian Electronic Crimes Unit according to the age group 

 

Cyber-crime type Victim’s Age 

 Under 18 18 - 29 30 – 44 45 – 59 Above 60 Total 

 

Cyberattack 

 

109 356 168 9 0 642 

 

Blackmail 

 

0 413 305 154 1 873 

 

Threatening 

 

0 1061 1197 349 38 2645 

 

Financial fraud 

 

0 3 87 143 11 244 

 

Account theft 

 

85 329 205 89 0 708 

 

Child sexual 

abuse 

3 0 0 0 0 3 
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Defamation 

 

51 1218 1007 471 24 2771 

 

Malware 

 

0 2 5 1 0 8 

 

Impersonation 

 

4 197 241 16 0 458 

 

Plagiarism of 

electronic content 

 

0 2 1 0 0 3 

Manipulation of 

electronic content 
0 71 34 16 0 121 

Total 252 3652 3250 1248 74 8476 

 

3.3 According to Gender 

The demographic literature indicates that the gender ratio at the time of birth in 

any population is approximately 105 males per 100 females. Table 5 shows the 

estimated distribution of sex in Jordan at a rate consistent with the data declared 

by the official authorities. 
 

Table 5: Estimated Population of Jordan by Sex at End-year 2019 [21] 

 

Governorate Female Male 

Amman 2051900 2378800 

Balqa 251700 291900 

Zarqa 711100 797900 

Madaba 98600 110600 

Irbid 945800 1011200 

Mafraq 294500 313500 

Jarash 125800 136300 

Ajlun 94500 100200 

Karak 167100 182900 

Tafeila 50800 55700 

Ma’an 83800 91400 

Aqaba 90400 117600 

Total 4966000 5588000 

Table 6 shows the number of complaints submitted to the Cyber-crime Unit by 

Gender. 

Table 6: The number of complaints submitted to the Cyber-crime Unit by Gender 

Cyber-crime type Female Male Total 

Blackmail 502 117 873 

the threat 1832 971 2645 

Financial fraud 68 714 244 

Stealing accounts 122 194 708 
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Child sexual abuse 2 7 3 

Defamation 1613 7759 2771 

Malware 0 9 8 

Impersonation 233 225 458 

Website hacking 7 61 50 

Theft of electronic content 0 1 3 

Manipulating electronic content 7 776 121 

Total 4586 3298 7884 

 

4 Results, Analysis and Discussions 

4.1 Results, Analysis and Discussion according to a residential area 

As shown in Table 2, it was found that there is a noticeable increase in the number 

of Cyber-crimes from 2013-2019, due to the widespread use of social media 

applications. Furthermore, increased availability to internet access in all 

geographical areas in Jordan and for all segments of society, as well as the 

presence of real statistics to the reality of Cyber-crime creates the need to increase 

awareness among individuals about the existence of a specialized official 

government agency to file complaints to against those who misuse social media 

sites. 

The highest rates of Cyber-crimes during the years 2013-2019 were for threats, 

account theft, defamation, blackmail and Email-theft. These Cyber-crimes have a 

direct relationship to the reputation of the individual and the social value 

associated with it. Meanwhile, the lowest rates were for Child sexual abuse 

because such a crime in the Jordanian society is directly related to the reputation 

of the individual, whether he/she is a criminal or a victim. 

Therefore, the informants are cautious about fall into such crimes for fear of 

social reactions, which are opposed to not giving them up, and the most severe 

punishments for the perpetrators and it lead to honour crimes that lead to the 

killing of the perpetrator. 

By referring to Table 3, which shows the distribution of Cyber-crimes in the 

southern region, which includes Karak Governorate, Tafila, Ma’an, and Aqaba, 

and the specificity of Aqaba governorate from other southern governorates, as it is 

known that other southern governorates are closed governorates. Clans linked by a 

historical presence in these areas and the southern governorates are considered 

remote governorates far from Amman. In contrast, Aqaba governorate is a free 

economic zone, and it is the port of Jordan and is inhabited by residents from all 

governorates of Jordan to provide job opportunities in addition to its original 

inhabitants. Aqaba was clearly reflected in the high number of Cyber-crimes. 

The total number of complaints submitted by those concerned to the Cyber-

crime Unit in the Southern governorates (Karak, Tafila, Ma'an) reached 73. In 
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contrast, in Aqaba, the total number of complaints reached 179, the highest of 

these Cyber-crimes of extortion reached 57, followed by the crime of defamation 

which reached 51. Following is the crime of hacking websites, which reached 40, 

followed by the crime of defamation, which reached 13, then the crime of 

threatening, which reached 7, financial theft reached 6 offences, eventually, the 

abuse of electronic information, which reached just one crime. 

All these numbers illustrate the lack of social regulation and the rise of non-

standardization in this governorate (unlike other governorates in the southern 

region), in which the influence of social regulation on the refinement of human 

conduct, and conformity to social norms and expectations are not as high, which 

has been reflected in the overall number of Cyber-crimes committed relative to its 

population. 

By referring to Table 6, which shows the number of females who filed a 

complaint to the Cyber-crime Unit, due to their exposure to crimes resulting from 

the misuse of websites, the number of males who filed a complaint exceeds the 

number of females 5751, while the number of males 2732. The highest percentage 

of Cyber-crimes that females were subjected to was the crime of defamation, 

which reached 2157, followed by threatening, with 1910 cases, followed by the 

crime of extortion, with 592 cases, then the crime of account theft, with 416 cases, 

then the crime of impersonation, with 262 cases, followed by the crime of 

corrupting the marital bond, which reached 156, then the crime of financial fraud, 

with 21 cases, then the crime of manipulation of electronic content, with 3 cases, 

and finally the crime of sexual abuse of children, as mothers of children who were 

exposed to this crime filed a complaint to the Electronic Crimes Unit. 

The numbers reflect that the females who have submitted complaints to the 

Cyber-crime Unit are the most aware of the necessity to file a complaint about the 

competent authority to deter the perpetrators, as the table 6 data above reflects that 

females are the group within the Jordanian society exploited the most, especially 

in crimes that reflect this, such as defamation, threats, extortion and corruption of 

the marital bond. 

Regarding males, we found that the percentage of those who filed complaints 

about various Cyber-crimes is lower than females, due to the nature of males who 

tend to solve their problems without the interference of official authorities, 

especially if the official authorities know the perpetrator if he is seen as unable to 

confront the opponent (unlike entirely female) and may file a complaint if he is 

exposed to a Cyber-crime from fake websites and numbers. 

 

4.2 Results, Analysis and Discussion according to victim's Age 

As presented in Table 4, it was found that there is a significant relationship 

between Age and Cyber-crime. The age group which filed the most complaints to 

the Cyber Crime Unit is the age groups (18-29) and (30-44). The number of 
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complaints about the first category reached (3739), while the number of 

complaints about the second category was (3275). On the other hand, the number 

of complaints submitted by the age group (under 18) reached (252), and the 

lowest group was the category (over 60). 

By analyzing the data in Table 4, the crimes that occurred against persons 

under the Age of 18 years are crimes consistent with the developmental 

characteristics of the age stage based on the love of adventure, exploration, and 

the search for self. We find that the crimes at this Age were limited to crimes of 

electronic penetration, as it amounted to (109) crimes, followed by the crime of 

stealing accounts, which reached (85) crimes, then the crime of defamation, where 

the number reached (51) crimes. The crime of impersonation reached (4) crimes, 

and finally, the crime of child sexual abuse, which reached (3) crimes, as this 

category is the most vulnerable to exploitation. 

In addition, the crimes that occurred against persons of the age group (18-29), 

were the highest in the case of defamation, where the number reached (1218) 

crimes, followed by the crime of threatening, which reached (990) crimes, then 

the crime of extortion, which reached (413) crimes. Electronic hacking ranked at 

fourth place, where it reached (356) crimes. The crime of stealing accounts is 

close to Electronic hacking crime, reaching (329), then the crime of 

impersonation, which reached (197) crimes, followed by the crime of spoiling the 

marital bond, which reached (156) crimes, then the crime of content tampering as 

the number reached (71) crimes, then financial fraud, which reached (3) crimes, 

then the two crimes of stealing accounts and Malware, where the number of each 

of them reached (2) crimes. 

The crime of defamation is the highest in the age group (18-29). Defamation is 

one of the acute problems in Jordanian society because it affects the reputation of 

the individual and affects his/her social status. The same applies to threatening, as 

it is ranked second among crimes in this category, which are usually the result of 

personal differences between the two parties, or because of bullying one party 

over the other. 

In the third place was the crime of extortion, which may be related to the 

financial aspect or other aspects such as defamation, or issues of the honor and 

reputation of the individual. Nevertheless, we find that account theft, tampering 

with electronic content, and electronic penetration recorded numbers to be 

reckoned with, and this may be due to the ability of this group and its possession 

of technical skills that enable them to do so. 

Likewise, the crime of spoiling the marital bond has had a large share in the 

electronic trials of this category, as this crime is considered a severe social crime 

on the structure of society, which may lead to divorce and its repercussions on the 

family and children. 
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The age group (30-44), through analysis of the data contained in Table 4, can 

be compared to the age group (18-29). 

In the age group (45-59), we can find that the number of those who filed a 

complaint to the Cyber Crime Unit constituted one-third of the number of 

complainants from each of the age groups (18-29) and (30-44). Their most 

common complaint was defamation, followed by threats. 

The age group (over 60) is the group that submitted the least amount of 

complaints to the Cyber-crime Unit, as the number of complaints reached (54), 

which is a minimal number compared with the total complaints submitted.  

 Defamation crimes recorded the highest number among Cyber-crime, which 

reached (24) crimes, followed by the crime of intimidation, as it reached (18), 

then the crime of financial fraud, with (11) cases, then extortion, with a single 

case. Defamation crime recorded the highest number due to the nature of this age 

group, which is characterized by wisdom and a lack of impulsivity. 

 

4.3 Results, Analysis and Discussion according to Gender 

As shown in Table 5, it was found that the number of females, who submitted a 

complaint to the Cyber-crime Unit for being exposed to crimes resulting from the 

misuse of websites, exceeds the number of males who filed a complaint about the 

same crime. Females had a total number of complaints of 5751. In contrast, the 

number of complaints from males reached 2732. 

The highest percentage of crimes to which females were subjected was the 

crime of defamation, which reached 2157, followed by the crime of threatening, 

with 1910 complaints, then the crime of extortion, where the number reached 59.  
Account theft follows, where the number of crimes that females were subjected to 

reach 416, followed by the crime of impersonation with 262 complaints, the crime 

of corrupting the marital bond, with 156 complaints. The crime of financial fraud 

committed against females was recorded 21 times, while the crime of 

manipulation of electronic content reached three. Finally, the crime of child sexual 

abuse, as mothers of children who were exposed to this crime filed a complaint 

with the Cyber-crime Unit. 

The numbers in Table 5 reflect that the females who have submitted complaints 

to the Cyber-crime Unit are the most aware of the necessity to file a complaint in 

order to deter the perpetrators.  Also, Table 5 data reflects that females are the 

group exploited the most within the Jordanian society, especially in such crimes 

as defamation, threats, extortion, and corruption of the marital bond. 

Furthermore, we found that the percentage of males who submitted complaints 

about various Cyber-crimes is less than females; this is presumably due to the 

nature of males, who tend to solve their problems without the interference of 

official authorities, mostly if the perpetrator is an acquaintance because this can 

reduce his/her social status. Unlike females, males are unable to confront their 
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opponent and may submit a complaint if they are exposed to a Cyber-crime from 

fake websites and numbers. 

6      Conclusion  

The results of the research show that there is a vital role for the Cyber-crime Unit, 

as it takes deterrent measures against abuses of social networking sites. Likewise, 

the most common electronic crimes are crimes related to defamation, threats and 

extortion, and these crimes are considered among the moral crimes that affect the 

reputation of the individual, which is exceptionally valuable in the Jordanian 

society. Its impact on people is more severe than other crimes, except honor 

crimes. 

The results also show the prevalence of Cyber-crime in densely populated 

places, in which there is a heterogeneous mixture of individuals from different 

backgrounds and almost devoid of social control. 

Cyber-crime is less prevalent in the regions where clans and tribes live and in 

semi-closed areas such as the southern region (except for the Aqaba governorate) 

due to the presence of social control there. Among the most important findings of 

the research is the impact of electronic crimes on the family structure, such as 

crimes of corrupting the marital bond and various crimes against females. 

Finally, the age groups that have been exposed to electronic crimes the most 

are the age groups (18-29) and (30-44). 

As a Future work, awareness campaigns can be launched about the Cyber-

crime Unit, as well as awareness workshops through competent authorities such as 

the Ministry of Social Development and civil society institutions, whose programs 

target crowded and poor areas about the seriousness of Cyber-crime. In addition, 

specialized workshops were held in high-risk areas on the optimal use of social 

media and websites. 
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